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Recap: week 3

1. Adversarial Examples

2. Adversarial Attacks

3. Adversarial Vulnerability Understanding 4




In-class Adversarial Attack Competition

C dal_ab Search Competitions My Competitions Help Sign Up Si

White-box Adversarial Attack challenge

What does the non robust model see?



https://codalab.lisn.upsaclay.fr/competitions/15669?secret_key=77cb8986-d5bd-4009-82f0-7dde2e819ff8

In-class Adversarial Attack Competition
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Organized by hanxunh - Current server time: Sept. 27, 2023, 2:44 a.m. UTC
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In-class Adversarial Attack Competition

€ Adversarial attack competition (account for 30% )
- HEREBRETMILE (FMELRER)
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Adversarial Example Detection (AED)

Normal Test Images ! !
— I
| |
; Eia|
4 :
; & - I
Adversarial Test Images Extractor

—

ﬂ

Class: normal

Normal Features ‘

Class: adversarial

Adversarial Features

Train
Detector Classifier

Training 2-class Detector

A binary classification problem: clean (y=0) or adv (y=1)?
L0 An anomaly detection problem: benign (y=0) or abnormal (y=1)?




Principles for AED

O All binary classification methods can be applied for AED




Principles for AED

*

O All anomaly detection methods can be applied for AED




Principles for AED

EARIL
> Input statistics U”ﬁﬁ | mEmeEs: > Activations
» Manual features S | > Deep features
» Training data W — » Probabilities
» Attention map : > Logits
» Transformation ] » Gradients
> Mixup ey @ 12 > Loss landscape
. p BEGEN ' .
> Denoising P b PP > Uncertainty
> o SRR >

ETHENE KTV S E

CdUse as much information as you can




Principles for AED

Twins Strangers

Extremely close to the clean sample Far away in prediction

O Leverage unique characteristics of adversarial examples




Principles for AED

AL
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High dimensional pockets Local linearity Tilting boundary

C1Build detectors based on existing understandings




Principles for AED

It’s is still feature engineering!




Challenges in AED

[0 The diversity of adversarial examples used for training the
detectors determine the detection performance

0 Detectors are also machine learning models: they are also
vulnerable to adversarial attacks

[0 The detectors need to detect both existing and unknown attacks

0 The detectors need to be robust to adaptive attacks




Existing Methods

O O O O O 0O

Secondary Classification Methods (28 43 257%)

Principle Component Analysis (F {3 #17%, PCA)

Distribution Detection Methods (4 %1 #& 03%)

Prediction Inconsistency (FUM~— i)

Doty

Reconstruction Inconsistency (B8 E%Z:—%'I'lﬁ)

Trapping Based Detection (i 34 M5%)




Existing Methods

O Secondary Classification Methods (— £k 43 5%)




Secondary Classification Methods

Adversarial Retraining (31 =) Zk)

L AEIEF R Dyain EUNZRAFRIBAL f
2. 3T Dipain MYIBRA [ 32X PFEALE Daay
3. XF Daav FEIIAREASRT N C + 1 35

4. AE Dprain U Daay EINZFFFE] fuceure

CdTake adversarial examples as a new class

Grosse et al. On the (Statistical) Detection of Adversarial Examples, arXiv:1702.06280



Secondary Classification Methods

Adversarial Classification (34§14 )

1 FEIEHNGE Dyain LINZHEIET f

2. BT Dipain NPV f FBBIXPHFEALEL Daav
3. XF Dirain /MEHN 0 FH, K Daav 3HN 1 K5
4. F£ Dirain U Dagy EYIGARE] "0 FA0 M5 g

O Clean samples as class 0, adversarial as class 1

Gong et al. Adversarial and clean data are not twins, arXiv:1704.04960



Secondary Classification Methods

Cascade Classifiers (ZREE ) F5%)
5) 5)
3 16 16 = 32 %0 64 64 10
Input Convi—»{ Res Res Res —» GAP—»{Dens—»
32x32 32x32 §32x32 &16x16 8x 8 1x1 1x1
Yap©o!| [Mabm| [Nabwe:| [Yap®)| |YAaD@)
opt. opt. I1x1

96 192 192 —
' ADQ) Conv—» MP —»Conv—» MP —»Conv—»{Conv—>» GAP—>

O Training a detector for each intermediate layer

Metzen, Jan Hendrik, et al. "On detecting adversarial perturbations." arXiv preprint arXiv:1702.04267 (2017).



Existing Methods

O Principle Component Analysis (99 #7%, PCA)




Principle Component Analysis (PCA)

MNIST
Fast Gradient Sign

CIFAR-10
Iterative
o w

|
o
|
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Blue: a clean sample
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Yellow: an adv example

200 400 600 800

0 200 400 600 800

An artifact caused by the black background

CIThe last few components differentiate adversarial examples

Hendrycks, Dan, and Kevin Gimpel. “Early methods for detecting adversarial images.” arXiv:1608.00530 (2016); Carlini and Wagner.

"Adversarial examples are not easily detected: Bypassing ten detection methods." A/Sec. 2017.



Dimensionality Reduction

MNIST re-training defense
Model: Linear SVM

100

331

100

50

30

20

noPCA
SVM limit

92.33%

80

1301113

60

40

Misclassification percentage

20 +

No defense

h A A&
——————— % o= 3 = 3
3
9.43%
0 1 1 1 L L L 1 1
0.1 0.2 0.3 0.4 0.5 0.6 0.7 0.8 0.9 1.0

Adversarial perturbation e

] Train on PCA reduced data

Bhagoji, Arjun Nitin, Daniel Cullina, and Prateek Mittal. "Dimensionality reduction as a defense against evasion attacks on

machine learning classifiers." arXiv:1704.02654 2.1 (2017).




Existing Methods

O Distribution Detection Methods (4375 & M3%)




Distribution Detection

Maximum Mean Discrepancy (MMD)

Two datasets: D vs. D,

1. /—[/;E D1 %“ DQ _tifi‘%: a = ]\[A[D(’C,Dl, D2)7 1 1™
MMD(K, Dy, D,) = sup (E > k(D}) - — > k(Dy))
2. Xf Dy Fl Dy A AR EDLT T ELAS 2% M) DY Al Dy e Tim =1

3. {E D} #1 Dy Fil% b= MMD(K, D}, D))

4. R o < b MFRAE JFAR, B Dy A1 Do K H AN 70

(@)

FEEPITHE 14 B2 (1 7IK) , THERBGE L ) L BIE K
p-1H.

Grosse et al. On the (Statistical) Detection of Adversarial Examples, arXiv:1702.06280



Distribution Detection

Kernel Density Estimation (KDE)

|

I

1

- . 1 f )
2 Te | ot ‘\,\7 ‘ { .
- 1 \\ + '/,‘ = / j / \".:B‘* \ -

LY ( | [0 (N ) ——
Ay ( [ | '\\ \ e e e e ™
i 4 / ( )
: 74
|

|

(@) MEAERNFREERET  (b) WESE+FREMENORE (o) MEAEERFRIARE

Adversarial examples are in low density space

Feinman, Reuben, et al. "Detecting adversarial samples from artifacts." arXiv preprint arXiv:1703.00410 (2017).




Distribution Detection

Kernel Density Estimation (KDE)

KDE(x) = X z exp(

x: %‘%Eﬁ“ﬁ’fﬁ%ﬂ% EREEFN
KA MEINEHEARTE
Z: *%*F” E—ErZ i
o: 12 # S 8% B E fbandwidthiZ £

Adversarial examples are in low density space

Feinman, Reuben, et al. "Detecting adversarial samples from artifacts." arXiv preprint arXiv:1703.00410 (2017).



Bypassing 10 Detection Methods

Adversarial Examples Are Not Easily Detected: Bypassing Ten Detection Methods.
Carlini and Wagner, AlSec 2017.




Local Intrinsic Dimensionality (LID)

Definition (Local Intrinsic Dimensionality)

0.9

0.8 A

Given a data sample x € X, let v > 0 be a random variable

denoting the distance from x to other data samples. The local

intrinsic dimension of x at distance r is 061
0.5 A
T - F’ (T) 0.4
LIDp(r) £ — '
3 F(T) 0.3 1

wherever the limit exists.

0.2 A

0.7 A

x normal * adversarial e random
e ® ©
o o ° °® .: .° o®
° ° ° °®* L
o® . ® adversarial s
° ° e o subspace ®
°
% o ® * o °
° i )
e ®°° o .0 . .
° % N o °, °
. '.Oo.° e ® '..:.0.
° °
° o'

neighbors=50
KM=0.19, KD=0.92, LID=1.53

neighbors=50
KM=0.19, KD=0.92, LID=4.36

0.0

0.2 0.4 0.6 0.8

Adversarial examples are in high dimensional subspaces

Characterizing Adversarial Subspace Using Local Intrinsic Dimensionality. Ma et al. ICLR 2018

1.0 1.2 1.4 1.6




Local Intrinsic Dimensionality (LID)

Adversarial Subspaces and Expansion Dimension:

Expansion Dimension:
* Two balls of radius r; and r,, dimension m can be deduced from ratios of
volumes:

Va — (Q)m = m = In(V,/Vy)

Vi T1 In(ry /1)

e Related to the Expansion Dimension (Karger and Ruhl 2002, Houle et al. 2012)

* V; and V; estimated by the numbers of points contained in the two balls.

== B3 (g,m)

Characterizing Adversarial Subspace Using Local Intrinsic Dimensionality. Ma et al. ICLR 2018



Local Intrinsic Dimensionality (LID)

Estimation of LID:

e Hill (MLE) estimator (Hill 1975, Amsaleg et al. 2015):

k -1
LID(x) = — (12 log Ti(x)) ~ Tiisthedistance of x to

- 1 (x) its i'" nearest neighbor.

* Based on Extreme Value Theory:

. . F(r) f(r)
o Nearest neighbor distances are extreme events. M

o Lower tail distribution follows Generalized Pareto , X = d(q,0)
Distribution (GPD).

Characterizing Adversarial Subspace Using Local Intrinsic Dimensionality. Ma et al. ICLR 2018

Estimating local intrinsic dimensionality. Amsaleg et al. KDD 2015



Local Intrinsic Dimensionality (LID)

Interpretation of LID for Adversarial Subspaces:

* LID directly measures expansion rate of
local distance distributions.

* The expansion of adversarial subspace is
higher than normal data subspace.

* LID assesses the space-filling capability of
the subspace, based on the distance
distribution of the example to its
neighbors.

0.9

0.8

0.7 4

0.6

0.5 1

0.4 4

0.3 4

0.2 4

X normal *

neighbors=50
KM=0.19, KD=0.92, LID=1.53

adversarial

S
P
[ ]

KM=0.19, KD=0.92, LID=4.36

[}
o®

e random

P °
® adversarial

subspace ®
*

.o
neighbors=50

0.0

0.2 0.4 0.6 0.8

Characterizing Adversarial Subspace Using Local Intrinsic Dimensionality. Ma et al. ICLR 2018

1.0 1.2 1.4
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Local Intrinsic Dimensionality (LID)

0.14 - . 1.0 1
—*— adv —e— normal —+— NOIisy

0.12 4
0.8 4

0.10 1

o
o

0.08 1

AUC score

Normalized LID score

0.2 1

0.0 -

100 random CIFAR examples Ly h L3 L3 Ls Ls L Ly Lg Ly LyplnLialha Lialys Lys iz Las LigLao L1 Loz L3 Las Ls
Layers used for LID estimation

* LID of adversarial examples (red) are higher * LID at deeper layers are more differentiable

Characterizing Adversarial Subspace Using Local Intrinsic Dimensionality. Ma et al. ICLR 2018



Local Intrinsic Dimensionality (LID)

Algorithm 7.1 JJI|Z5 LID XFHuFE AR I 5
WA o BRI f(x): QNGB ZMzs, 10 )2 ke mPrAiE
L: %}]Q 'H:Ai\_!.{lﬂ %ﬁ'u” ?% LIDneg [] LIDpos:H
2: for By in € do
3: Ba,dv = X‘—J‘-TI‘J‘LIQLiLl‘Zi‘(?H:*iZIK Blnorrn
4: — |Bnorm|
%BQA'T’K LID #%?E% LIDnorm LIDagy /{J iiﬂ% ( EJ__:[:C\J%J [n~ l])
for i in [1,(] do
?EH@EPI‘ET“%#%@: Anorm — f‘i(Bnorm)a Aadv — fi(Badv)
for j in [1,n] do
LIDnorm []‘ Z] _ _(l 25:1 lOg T‘i(Anorm[j‘],Anorm) )—1

k Tk (Anorm []]aAnorm) 1
10: LIDadV [], ’[,] = — (l Zk 106 7’i(Aadv[J.]sAnorm) )_

k 1=1 779 rp(Aaav []].,Anorm)

11:  LIDpeg.append(LIDyorm ), LIDpos.append(LID,qy )
12: Ei&ﬂl}%% D = {(L[Dnega Yy = 0)* <L1Dp087 Yy = 1)} J:U”%yrﬁfmugg g
Wil KA g

Ut




Local Intrinsic Dimensionality (LID)

Experiments & Results:

Dataset | Feature FGM BiM-a BIM-b JSMA Opt

KD 78.12 98.14  98.61 68.77  95.15
MNIST BU 3237 9155 2546 88.74 71.30
LID 96.89 99.60 99.83 92.24 99.24
KD 64.92 68.38 98.70 85.77 9135
BU 7053 8160 9732 87.36 91.39
LID 8238 8251 99.78 95.87 98.94
KD 7039 7718 9957 86.46  87.41
SVHN BU 86.78 84.07 8693 9133 87.13
LID 97.61 87.55 99.72 95.07 97.60

CIFAR-
10

Characterizing Adversarial Subspace Using Local Intrinsic Dimensionality. Ma et al. ICLR 2018



Local Intrinsic Dimensionality (LID)

Experiments & Results:

Train \ Test attack FGM BIM-a BIM-b JSMA Opt
KD 64.92 69.15 89.71 85.72 91.22

FGSM BU 70.53 81.67 2.65 86.79 91.27
LID 82.38 82.30 91.61 89.93 93.32

Detectors trained on simple attacks FGSM can detect complex attacks

Characterizing Adversarial Subspace Using Local Intrinsic Dimensionality. Ma et al. ICLR 2018




An Improved Detector of LID

https://arxiv.org/pdf/2212.06776.pdf



An Improved Detector of LID

Table 1: Results. Comparison of the original LID method with our proposed multiLID on different datasets. We report the
AUC and F1 score as mean and variance over three evaluations with randomly drawn test samples.

CIFAR10 CIFAR100 ImageNet

Attacks WRN 28-10 VGG16 WRN 28-10 VGG16 WRN 50-2
AUC F1 | AUC F1 | AUC F1 | AUC F1I | AUC F1
original LID [?]

FGSM 995402 973470 90.1+134 832+139 100.0400 99.6+0.0 83.6+117 75.14213 89.1+44 81.6+7.8
BIM 96.9+1.5 905442 928421 865433 982400 922400 8484100 756+11.1 100.040.0 98.9+1.0
PGD 99.140.3 953418 97.5+0.0 94.6+0.5 98.040.0  93.5+0.0 91.8+0.8 83.9404 100.0£0.0 100.0+0.0
AA 96.7+0.2 894434 90.0+13 81.6+1.8 99240.1  96.5+04 86.8+9.8  78.6+23 100.0£00  99.8+0.1
DF 9474319 8874554 873442 772+46 607400 564400 605428 56.1+1.8 603422  56.5+2.9

Cw 91.24+63.6 83.9+545  85.2+1.7 753+35  56.34+0.1 525426  66.0+6.1 61.0£09  62.0+0.5 59.0+2.0
multiLID + improved layer setting + RF or short: multiLID (ours)

FGSM 100.0+0.0 100.0+0.0 100.0+0.0 100.0+0.0 100.0+0.0 100.0+0.0 100.0+0.0 100.0+0.0 100.0+0.0 100.0+0.0
BIM 100.0+0.0 100.0+0.0 100.0+0.0 100.0+0.0 100.0+£0.0 100.0+0.0 100.0+£0.0 100.0+0.0 100.0+£0.0 100.0-£0.0
PGD 100.0+0.0 100.0+0.0 100.0+0.0 100.0+0.0 100.0+0.0 100.0+0.0 100.0+0.0 100.0+0.0 100.0+£0.0 100.0+0.0

AA 100.0+0.0 100.0+0.0 100.0+0.0 100.0+0.0 100.0+0.0 100.0+0.0 100.0+0.0 100.0+0.0 100.0+£0.0 100.0+0.0
DF 100.0+0.0 100.0+0.0 100.0+0.0 100.0+0.0 100.0+0.0 100.0+0.0 100.0+0.0 100.0+:0.0 100.0+£0.0 100.0+0.0
Cw 100.0+0.0 100.0+0.0 100.0+0.0 100.0+0.0 100.0+0.0 100.0+0.0 100.0+0.0 100.0+0.0 100.0+0.0 100.0+£0.0

https://arxiv.org/pdf/2212.06776.pdf




Mahalanobis Distance (MD)

0 The MD of a data point x to a distribution Q:

dy(z) = /(@ — 1) TS — p) u: sample mean in Q

Y.: covariance matrix

0 The MD of between two data points:

d]\[(wi,al'g) = \/(CBZ — wQ)TZ—l(mi — azg)

VNIV,
. 2

Mahalanobis, Prasanta Chandra. "On the generalized distance in statistics." National Institute of Science of India, 1936.‘?

8§02




Mahalanobis Distance (MD)

Given a mode f and training dataset D, the MD of a sample x is defined as

dar () = max —(f*7% (@) — pe) 27 (7 (@) — pe)

= = Z P2 fl2 REM ARG EEE — R
’a:EX llc 7<73JCE,]7F$21K¢%:’EE:[:/]'TE
=y - c xﬁJCE'JﬁZIKIEﬂTjJ F ZE5ERE
ZZ pe) N,:KBICHRE AL E
€ ¢ rxeX.

Lee et al. “A simple unified framework for detecting out-of-distribution samples and adversarial attacks.” NeurlPS 2018. g



Mahalanobis Distance (MD)

Algorithm 7.2 325 [ g X0 HikE A 4a )
A MHAHEA o, 2R AR E o, B RN e DA S
B { e, 20 VI, ¢}
1: Wlietb o gmE: M(x) = [M; : V]
2: for f—)=2 1l =1,---,L do
3 FIEIEMAEH: ¢ = argmin (fY(x) — ) "I (f () — pue)
4 [REARAIRINERS : @ = xhe-sign (AL (@) —ue) TS0 (F(2) — pue))
HHEEBEFE: M, =max, —(f'(z) — me) 27 (1 () — )
fiily: FEA o B9 BRI EASRE >, cuM

ot

S
o

Lee et al. “A simple unified framework for detecting out-of-distribution samples and adversarial attacks.” NeurlPS 2018. g@




Mahalanobis Distance (MD)

Experiments & Results:

Model Dataset Séhife Detection of known attack Detection of unknown attack
(model) FGSM BIM DeepFool CW | FGSM (seen)  BIM DeepFool CW
KD+PU [7] 85.96 96.80 68.05 58.72 85.96 3.10 68.34 5321
CIFAR-10 LID [22] 98.20 99.74 85.14 80.05 98.20 94.55 70.86 71.50
Mabhalanobis (ours) | 99.94 99.78 83.41 87.31 99.94 99.51 83.42 87.95
KD+PU [7] 90.13 89.69 68.29 Dol 90.13 66.86 65.30 58.08
DenseNet CIFAR-100 LID [22] 99.35 98.17 7017 73.37 99.35 68.62 69.68 72.36
Mahalanobis (ours) | 99.86 99.17 717.57 87.05 99.86 98.27 75.63 86.20
KD+PU [7] 86.95 82.06 89.51 85.68 86.95 83.28 84.38 82.94
SVHN LID [22] 99.35 94.87 91.79 94.70 99.35 92.21 80.14 85.09
Mabhalanobis (ours) | 99.85 99.28 95.10 97.03 99.85 99.12 93.47 96.95
KD+PU [7] 81.21 82.28 81.07 55.93 83.51 16.16 76.80 56.30
CIFAR-10 LID [22] 99.69 96.28 88.51 82.23 99.69 95.38 71.86 77.53
Mahalanobis (ours) | 99.94 99.57 91.57 95.84 99.94 98.91 78.06 93.90
KD+PU [7] 89.90 83.67 80.22 T 37 89.90 68.85 5718 1372
ResNet  CIFAR-100 LID [22] 98.73 96.89 71.95 78.67 98.73 55.82 63.15 75.03
Mahalanobis (ours) | 99.77 96.90 85.26 91.77 99.77 96.38 81.95 90.96
KD+PU [7] 82.67 66.19 89.71 76.57 82.67 43.21 84.30 67.85
SVHN LID [22] 97.86 90.74 92.40 88.24 97.86 84.88 67.28 76.58
Mabhalanobis (ours) | 99.62 97.15 95.73 92.15 99.62 95.39 72.20 86.73

Lee et al. “A simple unified framework for detecting out-of-distribution samples and adversarial attacks.” NeurlPS 2018.



Existing Methods

O Prediction Inconsistency (F5 0 F~—ZUi4)




Bayes Uncertainty

Bayesian Uncertainty (BU)

1 ! 1 T T/1 T
Ule) = => o= (72 9) (52 9)
=1 i—1 i—1
Use test time dropout to get
D.Q) QD randomized networks
\. /. »-kQ’\);.f
6 e)ele)e
Without Dropout with Dropout T: the number of randomization.

Feinman, Reuben, et al. "Detecting adversarial samples from artifacts." arXiv preprint arXiv:1703.00410 (2017).



Feature Squeezing

E m E E E E E E Legmmate o Y IR
1
Original ! ,‘i
= ] l

<y ey ey =ty dly ~=[. [F - :
——, e, s, —, w—, it S R F,;V.-..“
SEEETEEE . grremts

Bit depth reduction Squeezing clean and adv examples

0 Reducing input dimensionality improves robustness
0 The prediction inconsistency before and after squeezing can detect advs

Xu et al. "Feature squeezing: Detecting adversarial examples in deep neural networks." arXiv:1704.01155 (2017).



Random Transformation

Normal Image Transformed Image
. Image . .
Transformation O
\ 4 % \ 4
l Classifier » Result: “0” Classifier » Result: “0” |
(—94— Perturbations
l Transformed Image
y Image
> : —
Transformation
Y ‘; Y
Adversaial | Classifier —> Result: “2” Classifier » Result: “0”
Example T A
Misclassification as Different result after
the result of attack transformation

O The prediction of advs will change after random transformations

Tian et al. "Detecting adversarial examples through image transformation." AAAI 2018.




Log-Odds

B S N N ;é.': f,r SE By XS R A8 B
1 % I % | & fo: K2 M9 B AR 4
SR I S 5 -
-10 0 10 10 ] 0 10 -10 0. 10 E@'ﬁ . )?\' ﬁ\*¥$
| JooY ARZSWIPCETTE =N
&
B I OO0 Add random noise to the input

20 A

:
&
L= ...a T f(x,) ~ f(x) ??

X =x+n, n~N(, 62)

Roth et al. “The odds are odd: A statistical test for detecting adversarial examples.” ICML 2019.



Log-Odds

O RN : AR EESS
O JRN2 = 3SHuis AR R BT S =K

O WAL - BEALERFS A SN
OGN « BREH %E%E’Jﬁ:z}]

Hu et al. “A new defense against adversarial images: Turning a weakness into a strength.” NeurlPS 2019.



Existing Methods

O Reconstruction Inconsistency (EEA—Z 1)




Detector-Reformer

O RN : WEARTEER

AE: Autoencoder
E(z) = |l — AE(z)|, E(x): reconstruction error

X x' Target
I—) Reform —)[ Classifier ]—»class label y
No

Is X adversarial for
any detector?

Yes

|—> X is adversarial

Meng, Dongyu, and Hao Chen. “Magnet: a two-pronged defense against adversarial examples”, SIGSAC 2019.



Detector-Reformer

How the reformer works?

ZE  EEHEAR
X . JHFEAR
IEBETL - BRiEas

Meng, Dongyu, and Hao Chen. “Magnet: a two-pronged defense against adversarial examples”, SIGSAC 2019.



Existing Methods

O Trapping Based Detection (148 M%)




Neural Fingerprinting (NFP)

computed fingerprints  valid fingerprints match?
T r+ Axy x+ Azxo
VP real Fingerprint is defined as:
X — (sz"Ayz‘,J’)’i =1,---,N, j=1,---.C
K fake

Detect advs with N=2 fingerprints

Dathathri, Sumanth, et al. "Detecting adversarial examples via neural fingerprinting." arXiv:1803.03870 (2018).



Neural Fingerprinting (NFP)

How to verify the fingerprint?

+ 4 A()I
+ :
. N (w,z)+b>0 /A
Diw, [.X") = 5 > _If(@+Ax') = f(@) = Ayl TR ] Clwa) +0=0
. ! .
_> i ) ! :
p— (\) YAA,I'Q l”
(w,z) +b <0 II’_\”
Ax; is class-independent noise - -
- o
- Y

Dathathri, Sumanth, et al. "Detecting adversarial examples via neural fingerprinting." arXiv:1803.03870 (2018).



Benchmarking

Results ¢
Attack KDE_DR LID_DR NSS_DR FS_DR MagNet_ DR NIC_DR MultiLID_DR

fgsm_0.03125 66.47 50.0 84.33 52.51 69.58 94.32 92.81
fgsm_0.0625 63.96 78.98 92.87 49.84 94.31 94.79 93.46
fgsm_0.125 61.44 83.97 92.85 49.27 94.33 94.82 93.86
bim_0.03125 69.43 50.11 67.42 93.18 52.25 90.55 929

bim_0.0625 69.05 66.21 86.82 93.98 93.93 92.37 93.54
bim_0.125 69.01 921 92.6 93.99 94.11 94.44 94.05
pgdi_0.03125 71.04 50.11 69.85 93.81 53.52 90.72 92.86
pgdi_0.0625 70.95 68.06 89.41 93.99 94.08 94.07 93.59
pgdi_0.125 70.37 92.83 92.78 93.99 941 94.68 94.46
cwi 75.34 50.0 51.73 48.16 50.28 87.74 98.02
deepfool 81.68 50.0 50.44 48.35 50.05 93.11 98.06
spatial transofrmation attack  68.88 83.77 78.01 47.71 52.41 91.33 99.67
square attack 75.36 80.76 48.89 47.72 98.52 94.67 99.22

adversarial patch 52.43 64.11 87.39 48.67 80.15 94.58 99.76
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